Improved data center synchronization
reduces energy usage and supports

sustainability initiatives

The fact is data centers consume a lot of energy to
power digital communications around the world.

And while electricity and water usage are high on the
agenda for organizations aiming to satisfy Environmental,

Social and Governance (ESG) commitments, there are"’"‘/“\

.

other ways to significantly reduce energy consumption
and support sustainability initiatives.

One of these, and often underestimated, is a technology
that makes digital communications vastly more efficient

— Precision Time Protocol or PTP. What’s more, using
precision timing and synchronization to improve data
center and network performance not only directly

impacts energy consumption, but simplifies operations,
reduces failures, improves Quality of Service (QoS), and
enables new services to drive business growth. g

PTP is widely recognised as the preferred protocol for timing
distribution in computer networks. While alternatives exist,

PTP is well understood, and the tools and knowledge are
readily available to implement timing and sync to micro-second
accuracy. Early adopters have proven to themselves that moving
from previous protocols like Network Time Protocol (NTP) with
its 100s of millisecond level accuracy to protocols with micro-
second accuracy radically improves the performance of their
networks and gives them benefits that include quantifiable cost
savings in energy consumption plus improved QoS.

While engineers who are close to the operation of the network
understand the benefits and cost savings, the challenge they
face often lies in providing a business case to their organization
to justify the necessary investments involved in implementing a
new sync architecture. To paraphrase a world-leading authority
on the dilemma of implementing PTP in data centers:

‘The engineers working on the network understand the
challenges created by synchronization inaccuracy across a
global network and just how much the situation can be improved
by moving to a protocol like PTP. However, the benefits can’t be
demonstrated without some amount of investment and yet, you
can’t get the investment approved until you demonstrate the
results.’

Fortunately, this engineer’s team was able to commission a
small-scale pilot study that demonstrated the savings that
they could achieve®. These savings were based solely on the
throughput improvements in managing databases which also
enabled the low latency database management necessary to
implement Augmented Reality (AR) and Virtual Reality (VR).

These benefits more than justified the multimillion-pound
investment in synchronization infrastructure. Nevertheless,

while improve distributed database management is vital in a
modern data center, there are many other benefits that improved
synchronization brings through the implementation of PTP:
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Distributed systems

Data centers often comprise distributed systems with

multiple servers and components. PTP enables precise time
synchronization across these systems, ensuring accurate
coordination and synchronization of events. It is particularly crucial
for applications that rely on distributed computing, such as real-
time analytics, financial transactions, and distributed databases.

Data replication and backup

In data centers, data replication and backup operations require
accurate time synchronization to ensure consistency and
integrity across multiple copies of data. PTP enables precise time
alignment, allowing data replication processes to be executed
efficiently and maintaining data integrity during backups.

Compliance and audit

Many industries have stringent regulatory requirements, such as
financial institutions, healthcare organizations and government
agencies. PTP can assist data centers in meeting compliance
standards by providing accurate and auditable timestamps

for various events and transactions within the infrastructure.

For example, milliseconds can make a significant difference in
financial data centers using high-frequency trading systems. PTP
plays a critical role in achieving accurate time synchronization to
maintain precise timing across multiple servers, ensuring fair and
orderly execution of trades.

Virtualization and Cloud Computing

Virtualized environments and cloud computing platforms often
rely on accurate time synchronization for proper resource
allocation, load balancing and orchestration. PTP ensures that
virtual machines and containers are time-aligned, enabling
efficient utilization of computing resources and optimal
performance.

(*) Read about Meta’s move to PTP here: https://engineering.fb.com/
2022/11/21/production-engineering/precision-time-protocol-at-meta/



PTP also helps Engineering Teams deliver
improved QoS

Quantifying the monetary value of implementing PTP to improve
data center efficiency is fairly straightforward. Less tangible is
the effect of synchronization problems in a network, but the
impact on both resources and damaged reputation can be very
high.

Helpfully, PTP facilitates accurate timestamping of network
packets which is vital for network monitoring and analysis within
data centers. Precise timestamps enable detailed analysis of
network performance, latency measurement, troubleshooting,
and identifying bottlenecks or issues that could affect data
center operations.

As you would expect from a troubleshooting perspective, a
millisecond is a long time for things to go wrong in a data center.
If the synchronization architecture only assures timestamp
accuracy to tens or hundreds of milliseconds, imagine the
challenges in diagnosing issues and preventing reoccurrence
when there’s uncertainty in the sequence of events leading to a
failure.

Better synchronization in data centers can significantly improve
event tracing and troubleshooting by providing more accurate
and detailed information about the sequence of events and
their dependencies. Here are some ways in which improved
synchronization enhances these processes:

Event correlation

Synchronization ensures that events from various sources, such
as servers, network devices, and applications, are accurately
timestamped. When events occur in a synchronized manner,

it becomes easier to correlate them and identify their causal
relationships. This correlation helps in understanding the impact
of specific events on the overall system performance and
troubleshooting issues more effectively.

Dependency mapping

In complex data center environments, numerous interconnected
components rely on each other to function correctly. Synch-
ronization enables the accurate mapping of dependencies by
capturing the timing and order of events. With this information,
troubleshooting efforts can be directed towards the root cause
more efficiently, as the precise sequence of events leading to an
issue is known.

Latency analysis

Synchronization helps measure and analyze latency between
different components in the data center. By accurately
timestamping events, it becomes easier to identify delays

and bottlenecks in the system. This information is crucial for
troubleshooting performance-related problems and optimizing
the data center infrastructure.

Distributed tracing

Distributed tracing involves tracking requests as they flow
through multiple services and components in a distributed
system. Synchronization plays a vital role in distributed
tracing by ensuring that timestamps and event logs across
different systems are aligned. This synchronization allows for
the reconstruction of the complete end-to-end request flow,
aiding in troubleshooting issues and optimizing the system’s
performance.

Time-based analysis

When events are synchronized, it becomes possible to perform
time-based analysis of system behaviour. This analysis involves
examining event logs and performance metrics over specific
time intervals to identify patterns, anomalies, and trends. By
accurately aligning events in time, troubleshooting teams can
identify correlations between events and troubleshoot issues
based on temporal relationships.

As more and more organizations adopt data center infrastructure
sustainability programs, optimizing activities to decrease

energy demands is essential to improving sustainability impact.
Importantly, implementing PTP has been proven to enhance data
center efficiency in terms of less power, less hardware, and more
re-use.

For Engineering Teams, better synchronization enhances the
accuracy and reliability of troubleshooting efforts, leading

to quicker problem resolution and improved overall system
performance. Plus, as an added bonus, PTP also gets the
Edge data center ready to host Telco networks (e.g. Mobile),
which need micro-second level accuracy, to generate new
growth opportunities and additional revenue streams for your
organization.

Calnex has a range of cutting-edge test solutions to ensure
network communications in data centers deliver the precise
synchronization requirements for reduced power usage and
faster troubleshooting. For more information and to contact us
please visit www.calnexsol.com
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