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Introduction - Military Networks: A Necessity
Made of Unknowns

Those who work in the Defense Industry will understand both
the size and complexity of modern defense networks, and the
importance of information passing through them. Whether it’s
the fast paced platform to platform connections that make up
tactical networks, or the large scale, international hubs that
support military strategic networks, every network will be
transmitting crucial information across the globe through a
variety of different mediums, including SATCOM, VSAT, Link16,
Radio, DSL, Mobile networks, or combinations of these over
multiple pathways, to ensure that defense forces across the
world always have the support they need to achieve mission
success.

However, for communication or support applications attempting
to operate over military networks, the complexity and sheer
number of possible route paths can lead to unexpected
consequences when applications attempt to perform their
intended functions in an operational environment. In addition to
the multiple different pathways an application will have to utilize,
they will also have to endure the poor, erratic network qualities
that will present themselves on the modern battlefield, such as
low bandwidth capabilities, high latency, enemy signal jamming,
high levels of packet loss, and more, which can have
detrimental impacts on applications and their ability to perform
once deployed. At best, these consequences can result in non-
critical applications flooding traffic over mission-critical network
paths, potentially damaging the performance of mission-critical
applications in the process, or diverting traffic over expensive
SATCOM links, incurring substantial financial costs as a result. At
worst, they can prevent applications from operating at all, such
as a communications system failing to accurately send usable
information across a strategic network once deployed, or
Situational Awareness technology failing to keep soldiers
updated of their surroundings when their battlefield

environment experiences network interference. Both can result
in loss of life.

All of this is caused by one factor - the complexity of modern
military networks, and the harsh conditions that they must
endure. These conditions are very difficult to create within a
controlled, pre-deployment test environment. Most
organizations, including military research facilities, do not have a
test lab which can create the many network scenarios that their
applications may need to experience, without having to leverage
live, expensive, and largely unobtainable networks for pre-
deployment testing. This gap of knowledge often leads to
potentially devastating, mission-critical issues once the
application or device is live, or a costly, time-consuming field trial
which can halt project development for months at a time while
incurring large financial costs through the use of live military
grade networks. There is, however, an alternative option that
would allow the user to operate any application, over any
network they desired, within an environment that resembles a
live, military network in a quick, reliable, and cost-effective
manner.

Combining years of networking expertise with an extensive
history working with the defense sector, NE-ONE Software
Defined Test Networks can create any military network chain that
you require. Whether you need to create an end-to-end network
scenario which combines multiple strategic or tactical network
links and multiple SATCOM hops, or against an individual stage
of the network chain, such as the erratic platform-to-platform
communications of a live tactical network, the NE-ONE Network
Emulator can reproduce it with unrivaled accuracy.
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Throughout this technical brief, we shall be outlining how the
NE-ONE empowers the user to perform the sophisticated,
network-oriented application tests from the comfort of a lab
without having to leverage expensive or difficult to acquire
network mediums, detailing some of the use cases that our
current clients have utilized the NE-ONE capabilities for, and
ultimately why it is a mandatory solution for anticipating how poor
network issues over different network scenarios will impact
application performance when deployed on the ever changing
stresses of a modern battlefield environment.

Modeling Real Networks - The NE-ONE

At its core, the NE-ONE is a highly sophisticated Network
Emulator, capable of accurately mimicking virtually any network,
including Satellite, Cloud, LAN, WAN, Mobile Networks, and
more, adding customizable impairments or levels of degradation,
such as low bandwidth availability, high latency, satellite hops,
and more. From here, the user can combine them together to
create advanced test environments in which real devices under
test can be connected to the NE-ONE to communicate with each
other over networks that act and feel like their real world
counterparts, but without any of the complexity, and financial
investments, of the physical world. This allows the user to very
easily test a device or application, or a collection of devices or
applications, over crucial military network mediums such as
international SATCOM connections, VSAT connections, large
scale Radio and Wireless connections, Adhoc networks, MANE

networks, and many more without ever having to leave the lab,
wait for authorization, or make any financial investments. All of
this is configured and controlled via the NE-ONE Web and
Drawing GUI.

Utilizing the NE-ONE Drawing GUI, the user can create a model
that consists of end points and ‘links’ to accurately represent
the real-world configuration the device-under-test will be a part
of, or the infrastructure their application or technology will have
to operate over once it has been deployed and is live. Each link
can be totally unique in terms of network type and quality of
network connection, and different platforms can have multiple
links joining them to other platforms, to represent the different
network qualities and different network pathways that
applications will have to endure as they are incorporated into
real-world networks.
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Different Satellite Networks, such as VSAT, LEO, MEO,
GEO, are easily created in the free-form designer.

From this, the NE-ONE can produce test environments with
point-to-point, partially meshed networks, fully meshed
networks, or configurations which combine some (or all) of
these to make a high fidelity test environment that generates
field trial conditions with incredible accuracy, while providing
the reliable, repeatable environment that the field trial can’t
provide.



Point-to-Point Emulations

For many organizations, conducting pre-deployment tests or
pre-sales demonstrations with realistic network connections
over even simple point-to-point configurations can be a
challenge. Modeling the connections between two platforms
across land, sea, air and space in a QA lab or Pre-Sales
Demonstration can be a complicated, arduous task, and this
means that the first time applications will experience poor
network conditions will be at the field-trial stage, where simple
errors can prolong the field trial stage, with some potentially
significant financial costs as a result. However, the NE-ONE
Network Emulator allows organizations to create these simple
links very easily and very accurately within a controlled
environment, to either eliminate errors from applications
before the field trial, or to prove concepts to potential clients
in a contract bid or prospective product purchase.
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Here you can see two platforms - modeled as a satellite and
a tank - communicating with each other via a network. Each
of the black lines is an individual ‘link’, and represents one
way traffic between two points, meaning you can create
networks where information can only flow one way, or where
the information has a different experience, or route, flowing
back than it does going forward.

From here, the user can then use the right side of the screen,
the impairment library, to degrade the connection using an
extensive library of network impairments, including
bandwidth congestion, packet loss, latency and latency
bursts, packet reordering, enemy network interference, and
more. The qualities of connections can be uniform in both
directions for easily understood testing, or alternatively the
two platforms can have multiple different network paths
open to each other, each with different qualities, to represent
the modern military networks, and the different options
routing algorithms will have available to them when passing
communications between platforms.

In practice, this allows two devices to talk to each other via
network parameters that accurately represent the network
conditions of live operational networks, whether they are
tactical or strategic, with either local or international
communications.
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These links can be configured to represent a path of
communication between any two domains, including any
combination of land/sea/air/space platform communications,
and this is useful for any deployments that will rely on point to
point networks, or for the early testing stages for more
complex environments. For instance, when developing new
GIS assets, this would allow you to test any information
transfers over low bandwidth availability, or high latency
situations. How can you ensure that the information can be
successfully transmitted over the available bandwidth, if the
asset never experiences low bandwidth availability before
launch?
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The NE-ONE Professional point-to-point desktop emulator



Emulate Partially and Fully Meshed Networks for
Multi-Domain Operations

The NE-ONE Enterprise is fully capable of emulating not
only point-to-point connections, but also convoy networks,
partially meshed networks, fully meshed networks, and any
combinations of these to create a powerful, reliable, and
realistic representation of an operational environment, from
the confines of a QA or R&D lab.

However, this does not fully represent the complexities of
modern military networks, and many projects will need to
expose their technologies to more demanding multi-domain
operations which include full meshed or partially meshed
networks within a controlled environment to gain any
actionable data, or to prove any concept.
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For teams needing to test technologies against multiple
interconnected platforms with a variety of different network
connections, the NE-ONE is also an excellent solution,
capable of providing multiple concurrent network connection
paths between large numbers of individual domains, whilst
hindering these network connections with realistic levels of
degradation to create ‘real world’ network conditions. In
short, the NE-ONE allows the user to produce a test
environment that accurately represents the real-world
meshed/partially meshed networks that are utilized in
modern defense organizations.
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NE-ONE Air / Space Domain Hub and Spoke Topology

For those of you wondering what the domain limitations
would be for the NE-ONE, the only consideration would be
the total bandwidth required for testing.

As a customizable product, the NE-ONE can be as
powerful as the user requires, meaning that there are
models which will support a smaller cluster of around 10-20
end points by design, or more powerful models which can
support thousands of different end points, and the
concurrent connections between them. In addition to this,
the NE-ONE is a flexible product that will allow multiple
teams to work on different projects at the same time, with
no way for one team to observe the other without explicit
permissions. This means that one NE-ONE emulator can
support multiple ongoing projects at the same time.

The NE-ONE Enterprise combines its powerful engine,
sophisticated software, and comprehensive in-built library
of network impairments to provide a test environment that
can model any network that the user desires, complete
with air/land/sea/space domain communications,
international WAN connections, lossy (or perfect) mobile
connections, and more.

NE-ONE Multi-Domain Environment

No matter what your project is, if it will rely on network
performance once live, the NE-ONE has immediate return
on investment by allowing you to both root out network-
provoked errors before the field trial stage begins, saving
money on expensive field trial re-schedules, or by
providing a dynamic, trusted environment which will prove
your concept in any proof-of-concept demonstration.



Why Organizations Value the NE-ONE - Use
Cases

Because of the versatility of the NE-ONE, there are many
different potential use cases for which the product has been
successfully utilized within the defense industry.

Cyber Ranges

The complexities of Cyber Warfare means that assailants and
defenders will need to utilize a variety of different networks to be
able to compete on the digital battleground, but these real-world
networks can be hard to realistically replicate in a Cyber Range
test environment. Network combatants will be operating from
other countries and via a range of different mediums, such as 4G,
5G, WAN, or DSL connections, and the dynamic, changing
qualities of these connections can be difficult to manually
configure within modern Cyber Ranges.

Using NE-ONE Software Defined Test Networks, you can
influence your cyber range devices to act as if they were
operating from any location on the globe, complete with RTT,
Packet Loss, Bandwidth requirements and more, while giving
them access to a multitude of different network types, including
5G, 4G, WAN, and DSL, to operate over. In other words, you can
simulate an attack from anywhere in the world, via any means, in

a controlled, repeatable, cost-effective manner, within the
security of your Cyber Ranges.

Testing New Developments & Technologies - Military
Organizations

Using the NE-ONE, organizations can test a multitude of different
technologies. These technologies include; Voice Comms, Data
Commes, Security Comms, and Situational Awareness
applications, under a whole range of different circumstances,
including air to air communication, air to ground, ship to shore,
and ship to air and space to ground. This means that the NE-ONE
can replicate any communication scenario within a controlled test
environment before field trials begin, so that any deal-breaking
errors can be identified and fixed without incurring the extensive
costs of stopping and re-setting the field trial stage. In addition to
this, the NE-ONE can not only replicate one single stage of the
information pathway- from platform to platform, or from platform
to ops room- but the whole pathway in its entirety, representing
the connections from platform to platform, then the multiple hops
it has to endure to reach a local ops room, then, via a SATCOM
link, the international connection it must traverse to make it back
to a center of operations, and finally the MPLS network it will
navigate to ensure that the information reaches the right person’s
monitor. This pathway is very important to test, and NE-ONE
product ranges can help you test every section of that, as well as
multiple sections together, as well as complete End to End
testing, to provide a truly unique and valuable service to defense
institutions all across the globe.

Winning Contracts - Prime Contractors & Systems
Integrators

With the NE-ONE, the ability to accurately replicate complex
military networks with realistic network conditions, you can use
the trusted and reliable, NE-ONE to prove your product's
performance in proof-of-concepts. The NE-ONE product range's
successful history in the defense sector will assure contract
managers that your technology will be successful when deployed
into a live environment as the test environment is a proven,
accurate, and reliable one capable of accurately re-creating
military environments, and is trusted and used by some of the
biggest military institutions worldwide.



A Sample of Defense and Government Customers That Trust NE-ONE
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Short Case Studies Therefore, it was important that, not only could they connect

Below are verified case study summaries from some of our users
in the defense industry. A more extensive list of case studies can
be found at ne-one.com

Case Study 1: Soldier-Carried Situational Awareness
System

A leading defense systems supplier produces a situational
awareness system for use in-vehicle and solider-carried devices
where effectively the user can look into a scope or at a screen
which, using symbols (squares, triangles and similar objects)
displays data such as enemy locations, the position of their own
troops and target designation for airstrikes etc. When a solider
enters a new input into their situational awareness device, the
updated information needs to propagated across all other
devices. This is achieved using ad-hoc wireless networking, the
quality of which can be highly variable owing to factors such as
terrain and weather. The systems supplier needed to test the
devices in a network that is a realistic facsimile of the wireless
network, ranging in quality from desired, disadvantaged to
disrupted. They selected the NE-ONE Enterprise network
emulator as it was capable of cost-effectively connecting 30-50
devices simultaneously and creating the different ad-hoc
networks required in a typically fully meshed wireless set up. This
allowed the contractor to realistically test these devices long
before any field tests needed to be conducted, thereby
accelerating systems development and greatly reducing the cost
of having to correct any potential failures that may not have come
to light until the field trial stage if this approach had not been
adopted.

Case Study 2: Government Communications Research
Centre

A national government scientific laboratory with responsibilities
for research and development in wireless technologies needed to
simulate a wide range of communications involving vehicles,
solider-carried devices, aircraft etc., across wireless networks.
Network conditions in this environment could change rapidly, for
example as two aircraft initially approach and then pass each
other.

multiple devices (in this case up to 17 simultaneously) in a fully
meshed wireless set up but also that they could vary the various
network properties millisecond by millisecond. The NE-ONE
Enterprise network emulator was selected as it was capable of
accurately meeting both the network and the high speed changes
in this requirement.

Case Study 3: Army Information Systems Proving Centre

A leading European army uses NE-ONE network emulation
technology as an integral part of its test and reference facility to
ensure the resilience of military communication and information
systems throughout their lifecycle. Every application destined for
use across for the army’s core network needs to be proven as
being safe to deploy in the live environment. Using the facility,
applications are effectively “certified” as being fit for purpose in
this environment and the NE-ONE network emulators provide a
synthetic version of the army’s network in which to conduct these
tests. Any applications or systems that fail are sent back for
reengineering or modification. NE-ONE network emulators have to
faithfully reproduce the conditions of the live Army network
including changeable or varying quality experiences as they are
tried in different scenarios/theaters.



Summary

Anticipating and resolving network-provoked errors can be a huge
issue for defense organizations. This doesn’t have to be the case,
as the NE-ONE network emulator provides you with ready-made
test environments capable of emulating both perfect DSL
connections, and the erratic, degraded conditions that make up
modern defense networks. We understand the tactical and
strategic pathways that information must pass through, and we
can help new technologies integrate with it by providing an
environment which can summon those conditions, on command,
for quicker optimization, proof of concept testing , and ultimately
integration.

We understand that defense organizations all across the globe are
looking to increase the speed at which new technologies can be
integrated into the live military apparatus networks, while
maintaining the robustness and resilience that the battlefield
requires. Using the NE-ONE is a fast, cost-effective precursor to a
field-trial that helps identify field-trial errors before the trial stage
begins, resulting in a much higher field-trial success rate. Because
of this, defense organizations such as NATO, US Army, Thales,
Department of Defense Northrop Grumman Australian Defence
Force, Lockheed Martin and the MOD’s LSRC, perform tests with
the NE-ONE which is all that is needed to pass a proof-of-concept
and to instil faith that the new development will work once
deployed into a live environment.
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About the NE-ONE

The NE-ONE Family of Network Emulators are a world leading
Software Defined Test Networks product family, and is trusted by
governments, military organizations and enterprises across the
globe. Our unrivalled pedigree in safeguarding networked
application performance ensures mission-critical services are
successfully delivered over all types of networks.

Through our range of Network Emulators, network specialists,
developers, QA and deployment teams are able to replicate true
real world networks in both physical and virtual test environments.
This unique capability allows them to mimic any network topology
and scenario (good, bad or intermittent) - in a controlled and
repeatable manner during development, in Quality

Assurance, through to pre-sales/proof-of-concept demonstrations
and deployment.

Calnex NE-ONE Family of Network Emulators

e Model any network topology including point-to-point, point-to-point dual hop, hub-and-spoke or mesh.

e Build your test network in seconds using dynamic fast start templates.

e Built-in database of networks, GEO locations and settings to choose from.

e Intuitive web interface designed for anyone from the network expert to network novice.

e Install on your desk, in the test lab or seamlessly integrate with enterprise production networks.

e Geta clear view of application performance over the test network using built-in graphs, statistics, packet capture

and reports saving you valuable time.
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