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But we had cybersecurity 

problems before AI.
Of course we did…
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Everything, as they say, is 

connected to everything else, 

and not neatly.
— Dr. Donella H. Meadows, Ph. D.
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67%
organizations that report their

sensitive data was breached or compromised

at least once in the previous 12 months
Source: Forrester’s Security Survey, 2025

Base: 2643 Security decision makers
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51%
organizations that report their

sensitive data was breached or compromised

two or more times in the previous 12 months
Source: Forrester’s Security Survey, 2025

Base: 2643 Security decision makers



© Forrester Research, Inc. All rights reserved.

What is being targeted?
(some answers omitted)

25%

30%

37%

Operational technology (OT) and/or Industrial
Control Systems (ICS)

Corporate-owned computer

Internet of Things (IoT) devices within our
company assets

Source: Forrester's Security Survey, 2025

Base: 1138 Security decision-makers who experienced an external attack when their company was breached
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$3.4M
mean cumulative cost of all data breaches

experienced by your organization

in the last 12 months
Source: Forrester’s Security Survey, 2025

Base: 1,740 Security decision makers who have experienced a breach in the last 12 months
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What were the effects of the breach(es)?

Source: Forrester's Security Survey, 2025

Base: 1766 Security decision-makers who have experienced a breach in the last 12 months

2%

15%

16%

16%

17%

18%

19%

19%

21%

23%

23%

24%

27%

29%

31%

33%

None of these

Lost business partners

Diminished employee experience (EX)

Lost customers

Denial of service

Destruction of data

Ransom of data

Greater difficulty attracting new customers

Legal repercussions

Theft of money

Manipulation of data

Extortion of data

Interruption of an industrial process

Cyber insurance repercussions

Theft of data

Interruption of a corporate business process
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1980s 2003 2006 20262025202320222021202020142009 2010

Kerberos is born 

in Project Athena 

@ MIT

Forrester 

introduces the 

term “Zero Trust”

DoD publishes

ZT Strategy 1.0

Jericho Forum 

publishes its 

Commandments

Google publishes 

BeyondCorp 

white papers

CISA publishes 

ZT Maturity 

Model 2.0

Microsoft 

introduces 

Domain Isolation

NIST publishes

SP 800-207

NIST publishes

SP 1800-35

Cisco markets 

Borderless 

Networks

CISA publishes  

ZT Maturity 

Model 1.0

NSA launches 

implementation 

guides for ZT
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Are we all just a little tired of 

Zero Trust?
Be honest…



20© Forrester Research, Inc. All rights reserved.

Zero Trust as a strategic security initiative

Which of the following are likely to be your top strategic IT security priorities over the next 12 months?

12%

13%

14%

14%

14%

16%

16%

18%

18%

18%

19%

19%

21%

21%

22%

22%

23%

23%

24%

24%

27%

27%

31%

Establish an employee privacy program

Reduce insider risk

Address risk through acquisition of cyber insurance

Enhance board level reporting and communication

Instill or enhance a security culture

Balance internal capabilities with outside security expertise

Focus efforts on hiring and retention of employees with security skills

Secure anywhere work environments

Prevent and protect against ransomware attacks

Ensure our compliance with security requirements from third-party business…

Consolidate the security tech stack

Ensure business partners/third-parties comply with our security requirements

Improve our approach to protect customer privacy

Implement or improve a Zero Trust security strategy

Gain better understanding of the current cybersecurity threat and vulnerability…

Improve alignment of security to business strategy goals

Prevent and protect against identity-based attacks

Develop and implement comprehensive cloud security strategies

Enhance identity and access management for customers

Enhance identity and access management for employees

Improve our ability to proactively remediate risks

Prevent and protect against social engineering

Improve our ability to detect and respond to threats

Source: Forrester's Security Survey, 2025

Base: 2665 Security decision-makers
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Zero Trust supports strategic security initiatives

Which of the following are likely to be your top strategic IT security priorities over the next 12 months?

12%

13%

14%

14%

14%

16%

16%

18%

18%

18%

19%

19%

21%

21%

22%

22%

23%

23%

24%

24%

27%

27%

31%

Establish an employee privacy program

Reduce insider risk

Address risk through acquisition of cyber insurance

Enhance board level reporting and communication

Instill or enhance a security culture

Balance internal capabilities with outside security expertise

Focus efforts on hiring and retention of employees with security skills

Secure anywhere work environments

Prevent and protect against ransomware attacks

Ensure our compliance with security requirements from third-party business…

Consolidate the security tech stack

Ensure business partners/third-parties comply with our security requirements

Improve our approach to protect customer privacy

Implement or improve a Zero Trust security strategy

Gain better understanding of the current cybersecurity threat and vulnerability…

Improve alignment of security to business strategy goals

Prevent and protect against identity-based attacks

Develop and implement comprehensive cloud security strategies

Enhance identity and access management for customers

Enhance identity and access management for employees

Improve our ability to proactively remediate risks

Prevent and protect against social engineering

Improve our ability to detect and respond to threats

Source: Forrester's Security Survey, 2025

Base: 2665 Security decision-makers
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Isn’t it finally time for 

Zero Trust to graduate 

from its “learner’s permit”?
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“Assume context at your peril.”
— Jericho Forum, Commandment #3
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The context we need for Zero Trust

Actor

Device

Client app

Channel/flow

Action

Resource

• Human

• Non-human

• Identity/type

• Config/posture

• Identity

• Composition/config/posture

• Protocol

• Method

• Type

• Sensitivity

• Identity/type/sensitivity

• Posture
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What’s getting in the way of Zero Trust?

“What operational aspects of Zero Trust are viewed as the most challenging?”

Source: Forrester's Security Survey, 2025

Base: 488 security decision makers who are a major influencer or final decision maker in Zero Trust for their organization

22%

19%

19%

14%

14%

9%

3%

Integrating technologies

Centralizing and orchestrating policies of multiple
enforcement points

Leveraging existing technologies to achieve Zero Trust
outcomes

Centralizing visibility and analytics

Defining appropriate levels of microsegmentation
across the enterprise

Defining metrics for success

None of these
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The myth of core Zero Trust components
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The myth of core Zero Trust components

The PDP is not 

a monolith
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Implementing Zero Trust 

takes a “village”
Which means leveraging platforms and their 

ecosystems.
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1%
organizations that report they

do not use security platform vendors

Source: Forrester’s Q4 2025 Tech Pulse Survey

Base: 155 IT/technology decision makers
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The benefits of platforms

“What most influenced your organizations decision to use security platform vendors in your security program?”

1%

1%

25%

30%

32%

35%

38%

41%

46%

48%

None of these

My organization does not use security platform vendors

Discounts via bundling

Uniform user experience

Shared data models

Streamlined onboarding and training

Productivity gains

Ease of use

Ease of integration

Automation
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Thank you!
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