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The attackers then initiated the second phase of the attack, which involved
Claude Code inspecting the target organization’s systems and infrastructure and
spotting the highest-value databases. Claude was able to perform this
reconnaissance in a fraction of the time it would’ve taken a team of human
hackers. It then reported back to the human operators with a summary of its
findings.

In the next phases of the attack, Claude identified and tested security
vulnerabilities in the target organizations’ systems by researching and writing its
own exploit code. Having done so, the framework was able to use Claude to
harvest credentials (usernames and passwords) that allowed it further access
and then extract a large amount of private data, which it categorized according to
its intelligence value. The highest-privilege accounts were identified, backdoors
were created, and data were exfiltrated with minimal human supervision.

In a final phase, the attackers had Claude produce comprehensive
documentation of the attack, creating helpful files of the stolen credentials and
the systems analyzed, which would assist the framework in planning the next
stage of the threat actor’s cyber operations.

Overall, the threat actor was able to use Al to perform 80-90% of the campaign,
with human intervention required only sporadically (perhaps 4-6 critical
decision points per hacking campaign). The sheer amount of work performed by
the Al would have taken vast amounts of time for a human team. At the peak of
its attack, the Al made thousands of requests, often multiple per second—an

Try Claude




The attackers then initiated the second phase of the attack, which involved
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In the next phases of the attack, Claude identified and tested security
vulnerabilities in the target organizations’ systems by researching and writing its

own exploit code.
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In a final phase, the attackers had Claude produce comprehensive
documentation of the attack, creating helpful files of the stolen credentials and
the systems analyzed, which would assist the framework in planning the next

stage of the threat actor’s cyber operations.
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The sheer amount of work performed by

the Al would have taken vast amounts of time for a human team.




But we had cybersecurity
problems before Al.

Of course we did...
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The Hacker News
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Apple Fixes Exploited Zero-Day Affecting i0OS, macOS, and Other Devices

& Ravie Lakshmanan ) Feb12 6 Zero-Day / Vulnerability

— Trending News

coo! TS TechCrunch

Apple on Wednesday released i0S, iPadOS, macOS Tahoe, tvOS, watchOS, and visionOS updates to

address a zero-day flaw that it said has been exploited in sophisticated cyber attacks.
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Russian gang tied to recent massive cyberattack on  Critical Chrome Security Flaws
Threaten Billions of Users Worldwide B ) ¥ TiAz: 11 (6 s Rd 10 1]

Poland’s power grid
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S Gintaras Radauska

Google patches two actively exploited Chrome

vulnerabilities that could allow attackers to crash
browsers or run malicious code. Billions of users
urged to update.

Latest Startups Venture Apple Security Al Apps Q

&' Ken Underhill

g INDEPENDENT - B v | [Q s Googe

NEWS SPORTS CULTURE LIFESTYLE MONEY TRAVEL CLIMATE PREMIUM MORE bulletin.

Tech > Security

Criminals hijack thousands of devices to
create never-before-seen cyber weapon

Victims of the KadNap botnet are spread throughout the world
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Microsoft says hackers are
exploiting critical zero-day
bugs to target Windows
and Office users
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Never-before-seen
Linux malware is “far

typical”

VoidLink includes an unusually broad and advanced array of
capabilities.

w Y

TEXT SETTINGS

Researchers have discovered a never-before-seen framework that infects Linux
machines with a wide assortment of modules that are notable for the range of
advanced capabilities they provide to attackers.

The framework, referred to as VoidLink by its source code, features more than 30
modules that can be used to customize capabilities to meet attackers’ needs for
each infected machine. These modules can provide additional stealth and specific
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organizations that report their
sensitive data was breached or compromised
at least once In the previous 12 months

Base: 2643 Security decision makers



91%

organizations that report their
sensitive data was breached or compromised
two or more times in the previous 12 months

Base: 2643 Security decision makers
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What 1s being targeted?

(some answers omitted)

Internet of Things (loT) devices within our

o
company assets 37%

Corporate-owned computer 30%

Operational technology (OT) and/or Industrial

Control Systems (ICS) 25%

Source: Forrester's Security Survey, 2025
Base: 1138 Security decision-makers who experienced an external attack when their company was breached
© Forrester Research, Inc. All rights reserved.
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$3.4M

mean cumulative cost of all data breaches
experienced by your organization
In the last 12 months
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What were the effects of the breach(es)?

Interruption of a corporate business process 33%
Theft of data 31%
Cyber insurance repercussions 29%
Interruption of an industrial process 27%
Extortion of data 24%
Manipulation of data 23%
Theft of money 23%
Legal repercussions 21%
Greater difficulty attracting new customers 19%
Ransom of data 19%
Destruction of data 18%
Denial of service 17%
Lost customers 16%
Diminished employee experience (EX) 16%
Lost business partners 15%
None of these 2%

Source: Forrester's Security Survey, 2025
Base: 1766 Security decision-makers who have experienced a breach in the last 12 months
© Forrester Research, Inc. All rights reserved.
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Z.ero Trust?

Be honest...
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Zero Trust as a strategic security initiative

Which of the following are likely to be your top strategic IT security priorities over the next 12 months?

Implement or improve a Zero Trust security strategy | — S 1 9/,

Source: Forrester's Security Survey, 2025
Base: 2665 Security decision-makers

INTERNAL



INTERNAL

Zero Trust supports strategic security initiatives

Which of the following are likely to be your top strategic IT security priorities over the next 12 months?

Improve our ability to detect and respond to threats

Prevent and protect against social engineering

Improve our ability to proactively remediate risks

Enhance identity and access management for employees
Enhance identity and access management for customers
Develop and implement comprehensive cloud security strategies
Prevent and protect against identity-based attacks

Implement or improve a Zero Trust security strategy

Improve our approach to protect customer privacy

Ensure business partners/third-parties comply with our security requirements
Consolidate the security tech stack

Ensure our compliance with security requirements from third-party business..

Prevent and protect against ransomware attacks
Secure anywhere work environments

Source: Forrester's Security Survey, 2025
Base: 2665 Security decision-makers
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31%
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24%
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21%
21%



Isn’t 1t finally time for
Zero Trust to graduate
from 1ts “learner’s permit”?







“Assume context at your peril.”

— Jericho Forum, Commandment #3 ’
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The context we need for Zero Trust

Actor - Nomhuman
Device . Configrposturs
Client app ?:rr:lt[i)tgsitionlconfiglposture
Channel/flow " Mothos
Action ?g:lesitivity
Resource . Identity/type/sensitivity

 Posture

ter Research, Inc. All rights reserved.
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What’s getting in the way of Zero Trust?

“What operational aspects of Zero Trust are viewed as the most challenging?”

Integrating technologies _ 22%
Centralizing and orchestrating policies of multiple _ 19%
enforcement points °
Leveraging existing technologies to achieve Zero Trust _ 19%
outcomes °
Centralizing visibility and analytics [ NEGTN 14%

Source: Forrester's Security Survey, 2025
Base: 488 security decision makers who are a major influencer or final decision maker in Zero Trust for their organization
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The myth of core Zero Trust components

( Policy Decision Point )
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© Forrester Research, Inc. All rights reserved.
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The myth of core Zero Trust components
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© Forrester Research, Inc. All rights reserved.
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Implementing Zero Trust
takes a “village”
4

Which means leveraging platforms and thei"_r,/
ecosystems. :



%o

organizations that report they
do not use security platform vendors

Base: 155 IT/technology decision makers
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The benefits of platforms

“What most influenced your organizations decision to use security platform vendors in your security program?”

Automation I 457

Ease of integration G 46
Ease of use |G 4 1%
Productivity gains __ 38%
Streamlined onboarding and training __ 35%
Shared data models __ 32%
Uniform user experience __ 30%
Discounts via bundling __ 25%

My organization does not use security platform vendors B 1%

None of these F 1%

INTERNAL



© Forrester Research, Inc. All rights reserved.

All
entities are
untrusted by
default.

Zero Trust is an information
security model that denies
access to applications and data
by default. Threat prevention is
achieved by only granting
access to networks and
workloads utilizing policy
informed by continuous,
contextual, risk-based
verification across users and
their associated devices.

Comprehensive Least-privilege

security monitoring access is
is implemented. enforced.

32



Thank you!
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