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Forrester: O/ %
SaaS Adoptionis at /9% among 7 9 /0

enterprise organizations SaaS Adoption
Vs 54% in 2024**

*Forrester - Enterprise Applications Software Survey (2025)
*Data Overview: Technology Landscapes Continue To Grow With SaaS



-orrester:
5/% of organizations are

already using Desktop-as-a-
Service or provider-managed 57% 1 6 %
VDI, with another 167 using DaaS Planning DaaS

planning to adopt it

Forrester End-User Computing / Digital Workspace research (2024-2025)
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SSE SASE CNAPP
24.8% 0H% 28.1%
CAGR Eggergcrise CAGR

option

VEGCICERMRYERGIE Ponemon Institute Frost & S@/an
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Gartner.

Use Immutable Endpoints to Defeat Ransomware,
Stop Configuration Drift, and Guarantee Rapid

Recovery
o

27 February 2026 - 1D GO0845723 - 9 min read

By: Franz Hinner, Eric Grenier, Evgeny Mirolyubov, Nikul Patel

Initiatives: Build and Evolve a Resilient and Agile Cybersecurity Program; Delivery of
Functional Responsibilities

on's most fragmented POrous sur face

centralizes security to

persistent mutable endpoints.

Insights at a Glance

Mutable, agent-heavy endpoints create technical debt and remain a primary beachhead
for attack. CIS0s seeking to test immutable endpoints, or if ready to fully move to an
immutable endpoint setup should use the WISE model transition plan. The phases are
designed for controlled deployment; resulting in a more secure environment by reducing
mutable endpoints, reducing configuration drift, and recovery times without relying on

Key Insights:
Break ransomware kill chains by using immutable endpoints that revert to pristine

on reboot, removing persistence for low-and-slow attacks. 1

Slash hybrid worker downtime by 98% by replacing slow physical device swaps with

automated firmware-level rehydration. 1

Protect DEX rigorously to avoid friction that drives users into unmanaged shadow IT.

Take Action:

Segment users by mission-criticality, nsk, and SaaS-only needs to target Cloud Daa5,

stateless 05, or secure BYOD.
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Gartner:

Use Immutable Endpoints to Defeat Ransomware,
Stop Configuration Drift, and Guarantee Rapid
Recovery

27 February 2026 - 1D GO0845723 - 9 min read

By: Franz Hinner, Ernc Grenier, Evgeny Mirolyubov, Nikul Patel

Initiatives: Build and Evolve a Resilient and Agile Cybersecurity Program; Delivery of
Functional Responsibilities




Endpoints are an organization's most fragmented, porous surface

Immutable Secure Endpoint (WISE) model — a strategy that

centra i;_:_T et




Impact Brief

Reduce attack surface by eliminating the configuration drift that causes 22% of

enterprise endpoint controls T_+_+~_||Hr|TIvT1|Inr lrn;mmuru -ompliance by

transitioning to immutable, stateless works 5. This .-1ru..h|tr.~|..mrdl shift
ochanically denies ransomware the loc 1| pe

across the network_ "’

Mandating automated, stateless ,*,frrrlf'.:;::an:e refres |II-“- comp |I-‘T|—'-|1'," tuw

catastrophic downtime associated with manual reimaging aftera m 1|'*'1r+~ event. '3

r r_.u._.:ldu ning up T_u U ..__.T en u.:I|:.| oir |T_ OpEx for T_I reat t ur |T_|| nu::|_

Satisfy insurability by using verifiable immutability to meet carriers’ hardened
posture expectations.
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Mandate Ephemeral OS disks for cloud workloads and stateless 0Ss, like IGEL,

NG
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Business Continuity &
Disaster Recovery

The Math of Recovery



Are organizations in denial?

y RN




What best describes your organization’s current
approach to endpoint recovery following a cyber
INncident

Other

o)

Ship replacement
devices
5%
Purchase new devices

from retailers
3%

Install an alternate QS

5% . .
Reimaging

Devices

No firm plan 74,9

8%

/4% - Reimaging Devices

IGEL CHIME Survey November 2025

How long does it take to restore the majority of
user’'s endpoints after a significant cyber event?

Less than an
nour
1%

> / days
5-/7days 0%
10%

1-4 hours
29%

1-3days

32%
4 - 24 hours

16%

29% < 4 hours
08% < 5 days



Customer BC&DR Plan Discussion 1

Send someone to visit every device (2000 endpoints) — 2 _ 5 h O u rS pe r d eV | Ce

Put every device into a clean room
EE—— - 5000person hours
= 125 person weeks



Customer BC&DR Plan Discussion 2

We can recover 1000
endpoints IN a week ’,

We have 40,000
enapoints b

S



Maybe the answer iIsnt...
A better recovery plan

Maybe the answer IS...
A better endpoint strateqgy

S
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